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Digital Client Certificate Guide 

 

Order your client certificate: 

Each email address listed in the certificate request is sent an email containing a link so the 
recipient can validate that they own that email address. If the certificate recipient loses a 
validation email, we can resend it.  

After all email addresses are validated, a link will be sent to the first email address on the list so 
the recipient can create their client certificate. 

 

Generate Your Client Certificate:  

To generate your client certificate, you need to use Microsoft Internet Explorer. 

Note: - Chrome, Safari, Microsoft Edge, and Firefox do not support client certificate 

generation. 

 

How to Generate Your Certificate Personal ID Certificate 

1. Open the Create Your DigiCert Certificate email 
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2. To open the Generate your DigiCert…Certificate page, create your DigiCert Personal ID 
Certificate now by going to link: 

• To open the link in the browser of choice, copy and paste the link in the address. 
field the browser. 

 
3. On the Generate your DigiCert…Certificate page, do the following: 

                i. Verify that the name, email address, and organization are correct. 
               ii. Read through the Subscriber Agreement and then check I agree to the terms of 
                     the subscriber agreement. 
               iii. Finally, click Generate Certificate. 
 

 
 

4. You should receive the “Your DigiCert Personal ID should now be installed messages”. 
Congratulations, you have successfully generated your Personal ID Certificate. 
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What's next  

Managing Your Client Certificates: - 

After generating a Client Certificate, we recommend that you back it up. Once you've backed up 
(exported) your Client Certificate, you can do the following things with it, if needed:  

• Import it into other Certificate Stores so that you can use multiple browsers. 
• Transfer it to another computer should you get a new one. Then, you can install it in the 

necessary Certificate Stores on your new computer.  

The instructions on this page explain how to verify Client Certificate installation, back up/export 
your Client Certificate. 

 

Windows Certificate Management Instructions 

How to Verify that Your Client Certificate Is Installed: 

Internet Explorer: - Internet Explorer: Verifying that Your Client Certificate Is Installed 

1. In Internet Explorer, go to Internet Options.  
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2. In the Internet Options window, on the Content tab, click Certificates.  
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3. In the Certificates window, on the Personal tab, you should see your Client Certificate.  

 

If the certificate is the Windows Certificate Store, you should be able to use Internet 
Explorer. 
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(Windows) Backing Up/Exporting Your Client Certificate: - 

After you generate and install your Client Certificate, we recommend that you back it up. The 

backup copy saves you from needing to generate a new certificate should you transfer to a new 

computer. 

How to Back Up (Export) Your Client Certificate 

Internet Explorer  
Internet Explorer: Backing Up (Exporting) Your Client Certificate 

1. In Internet Explorer, go to Internet Options.  

 

 

 

 

 

 

 

 

 

https://www.digicert.com/kb/managing-client-certificates.htm#ie_export_cert
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2. In the Internet Options window, on the Content tab, click Certificates.  
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3. In the Certificates window, on the Personal tab, select your Client Certificate and click 
Export.  

 

4. In the Certificate Export Wizard, on the Welcome page, click Next.  
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5. On the Export Private Key page, select Yes, export private key and then, click Next.  

 

 

 

 

 

 

 

 



www.jnrmr.com 
 

6. On the Export File Format page, select Personal Information Exchange – PKCS #12 
(.PFX), check Include all certificates in the certification path if possible, and then, click 
Next.  
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7. On the Security page, check Password.  

 

8. In the Password and Confirm password boxes, type your password, and then click Next.  
9. On the File to Export page, click Browse, locate where you want to save the Client 

Certificate (w/private key) .pfx file, provide a file name (i.e. myClientCert), click Save, 
and then, click Next.  

Make sure to save the .pfx file in a location that you will remember.  
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10. On the Completing the Certificate Export Wizard page, review the settings and then, 
click Finish.  

11. When you receive “The export was successful” message, click OK.  

Your Client Certificate w/private key has now been backed up (exported) as a .pfx file.  

   

 

 

 

 

  

   


